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Abstract AS numbers and BGP speakers (routers running BGP)
can be spoofed; BGP update messages can be tampered
with; and false BGP update messages can be spread.

The Border Gateway Protocol (BGP) is an IETF One serious problem is that a single misconfigured or
standard inter-domain routing protocol on the Internet. malicious BGP speaker may poison the routing tables of
However, it is well known that BGP is vulnerable to a many other well-behaved BGP speakers by advertising
variety of attacks, and that a single misconfigured or false routing information (e.g., see [10]). Examples of
malicious BGP speaker could result in large scale ser- consequences include denial of service (i.e., legitimate
vice disruption. We first summarize a set of security user traffic cannot get to its ultimate destinations) and
goals for BGP, and then propose Pretty Secure BGP (ps- man-in-the-middle attacks (i.e., legitimate user traffic i
BGP) as a new security protocol achieving these goals. forwarded through a router under the control of an ad-
psBGP makes use of a centralized trust model for au- versary).
thenticating Autonomous System (AS) numbers, and a Many solutions [38, 24, 26, 15, 41, 2, 20] have been
decentralized trust model for verifying the propriety of proposed for securing BGP. S-BGP [23, 24] is one of
IP prefix origination. We compare psBGP with S-BGP the earliest security proposals, and probably the most
and soBGP, the two leading security proposals for BGP. concrete one. S-BGP makes use of strict hierarchical
We believe psBGP trades off the strong security guaran-public key infrastructures (PKIs) for both AS number
tees of S-BGP for presumed-simpler operations, while authentication and IP prefix ownership verification (i.e.,
requiring a different endorsement model: each AS mustverifying which blocks of IP addresses are assigned or
select a small number (e.g., one or two) of its peers from delegated to an AS). Besides computational costs, many
which to obtain endorsement of its prefix ownership as- people consider S-BGP to be impractical because of the
sertions. This work contributes to the ongoing explo- viewpoint that requiring strict hierarchical PKls makes
ration of tradeoffs and balance between security guar- it difficult to deploy across the Internet (e.g., [3]). It
antee, operational simplicity, and policies acceptable to has been suggested that the centralized PKI model of
the operator community. S-BGP counters the distributed trust model adopted by

inter-domain routing where each AS is free to choose

which other ASes to trust. Our viewpoint is that the
1. Introduction and Motivation matters on which trust is required of S-BGP PKis dif-

fer from those for inter-domain routing, and in fact, the

The Internet consists of a number of Autonomous purpose for which a PKI is used in S-BGP is indeed ap-
Systems (ASes), each of which consists of a numberpropriate, at least in theory. In S-BGP, the roots of the
of routers under a single technical administration (e.g., PKls are trusted for their authority of AS numbers and
sharing the same routing policy). The Border Gateway the IP address space. On the other hand, regarding trust
Protocol (BGP) [35] is an IETF standard inter-domain in inter-domain routing, one AS might trust another AS
routing protocol for exchanging routing information be- for forwarding its traffic but not for its authority of AS
tween ASes on the Internet. It is well-known that BGP numbers and the IP address space. Therefore, the cen-
has many security vulnerabilities [24, 30], for example: tralized PKI model in S-BGP appears to match its pur-

pose well. However, further analysis suggests that while
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infrastructure for tracing how IP addresses are allocatedthat soBGP, like S-BGP, also faces difficulty in tracing
and delegated, as explained below. changes of IP address ownership in a strict hierarchical

Agreeing in part with an important design decision way. Thus, both S-BGP and soBGP have made archi-
made in S-BGP, we suggest that it is practical to build a tectural design choices which arguably lead to practical
centralized PKI for AS number authentication because: difficulties.

1) the roots of the PKI are the natural trusted authorities

for AS numbers, i.e., the Internet Assigned Number Au- 1.1. Our Contributions

thority (IANA) or the Internet Corporation of Assigned

Numbers and Names (ICANN) and the Regional Inter-  In this paper, we present a new proposal for secur-
net Registries (RIRs), hereafter IANA; and 2) the num- ing BGP, namely Pretty Secure BGP (psBGP), based on
ber of ASes on the Internet and its growth rate are rela- our analysis of the security and practicality of S-BGP
tively manageable, making PKI certificate management and soBGP, and in essence, combining their best fea-
feasible. For example, based on the BGP data collectediures. Our objective is to explore alternative policies
by the RouteViews project [29], there are in total about and tradeoffs to provide a reasonable balance between
17 884 ASes on the Internet as of August 1, 2004. This security and practicality. psBGP makes use of a central-
number has grown by an averageldb (157 removed ized trust model for authenticating AS numbers, and a
and347 added) per month since January 1, 2004. decentralized trust model for verifying IP prefix owner-

However, it would appear to be difficult to build a cen- ship. One advantage of psBGP is that apparently it can
tralized PKI for verifying IP prefix ownership given the successfully defend against threats from uncoordinated,
complexity, if not impossibility, of tracing how existing misconfigured or malicious BGP speakers in a practical
IP address space is allocated and delegated, and tracing/ay. The major architectural highlights of psBGP are as
all changes of IP address ownership. This is in part duefollows (see§3 for other details and Table 2 % for a
to the large number of prefixes in use and frequent orga-Summary comparison).
nization changes (e.g., corporations splitting, merging, 1) pSBGP makes use ofantralized trust modebr
bankruptcy, etc.). As pointed by Aiello et al. [2], it is AS number authentication. Each AS obtains a public
exceptionally difficult to even approximate an IP address key certificate from one of a number of the trusted cer-
delegation graph for the Internet. Therefore, it may well tificate authorities, e.g., RIRs, binding an AS number to
be impossible to build a centralized PKI mirroring such @ public key. We suggest that such a trust model provides
a complex and unknown delegation structure. To quote best possible authorization of AS number allocation and
from a study by Atkinson and Floyd [3] on behalf of the best possible authenticity of AS public keys. Without
Internet Architecture Board (IAB):& recurring chal- ~ such a guarantee, an attacker may be able to imperson-
lenge with any form of inter-domain routing authentica- ate another AS to cause service disruption.
tion is that there is no single completely accurate source  2) pSBGP makes use ofa@ecentralized trust model
of truth about which organizations have the authority to for verifying the propriety of IP prefix ownership. Each
advertise which address bloc¢ks AS creates grefix assertion listonsisting of a num-

In contrast, sOBGP [41] proposes use of a web-of-trust ber of bindings of an AS number and prefixes, one for
model for authenticating AS public keys and a hierarchi- itself and one for each of its peering ASes. A prefix
cal structure for verifying IP prefix ownership. While a ownership assertion made by an ASpieper if it is
web-of-trust model has strong proponents for authenti- consistent with the assertion made by one of its assert-
cating user public keys within the technical PGP com- ing peers. In this way, we distribute the difficult task of
munity [42], itis not clear if it is suitable for authentieat ~ tracing IP address ownership across all ASes on the In-
ing public keys of ASes which are identified by AS num- ternet. On the other hand, psBGP requires that each AS
bers strictly controlled by IANA; thus it is questionable must select a small number of peers (e.g., one or two)
if any entity other than IANA should be trusted for sign- from which to obtain endorsement of its prefix owner-
ing AS public key certificates. With respect to IP prefix ship assertions. This new endorsement model might re-
ownership verification, soBGP makes use of a strictly hi- quire a new communication path between two peers if
erarchical structure similar to that of S-BGP. Prefix dele- such path does not already exist. Assuming reasonable
gation structures might be simplified in soBGP by using due diligence in tracking IP address ownership of di-
ASes instead of organizations, however, it is not clear rect peers, and assuming no two ASes in collusion (see
if it is practical to do so since IP addresses are usually discussion ir§3.4.1), a single misbehaving AS originat-
delegated to organizations not to ASes [2]. We suggesting improper prefixes will be detected because they will

cause inconsistency with prefix assertions made by its



S,s; Sisthe complete AS number space; currefithe {1,...,2'6}. s, is an AS numbers; € S.
P, f; Pisthe complete IP address spaggis an IP prefix which contains a range of IP addresges; PP.
T an authority with respect t8 andP, e.g., T’ € RIRs.
Pk Pk = [$1,82,..., k] IS an ASPATH; s, is the first AS inserted ontg;.
m  m = (f1,px) is a BGP route (a selected part of a BGP UPDATE message).
peer(s;) asetof ASes with which; establishes a BGP session on a regular basis. More spdgijfecal
given ASs; may have many BGP speakers, each of which may establish Bs&3®ss with
speakers from many other ASeger(s;) is the set of all other such ASes.
ka,ka one of As public and private key pairs.
{m}4 digital signature on messagegenerated with A's private key.
(ka,A)r, apublic key certificate binding, to A, signed by B using .
(ka,A)p equivalenttoka, A)x, when the signing key is not the main focus.
(fi,si)a a prefix assertion made by A thgtowns ;.
£, fB  possible different prefixes asserted by A and B related to@nghS.

Table 1. Notation

asserting peers. Since there are a large number of routers (e.g., hundreds
of thousands or more) on the Internet, any single rout-

The rest of the paper is organized as follows. Sec- ing protocol currently available probably cannot scale
tion 2 defines notation, overviews BGP, discusses BGP10 that size. As a result, a hierarchical routing approach
threats, and summarizes BGP security goals. psBGP ishas been used for the Internet. Internet routing protocols
presented and analyzed in Sections 3 and 4 respectivelycan be classified astra-domain(used within an AS) or
Comparison of S-BGP, soBGP, and psBGP is given in inter-domain(used between ASes).

Section 5. Preliminary performance analysis of psBGP BGP is an inter-domain routing protocol based on a
is presented in Section 6. A brief review of related work distance vector approach. A BGP speaker establishes

is given in Section 7. We conclude in Section 8. a session over TCP with each of its direct neighbors,
exchanges routes with them, and builds routing tables
2. BGP Security Threats and Goals based on the routing information received from them.

defi . . brief . ¢ Unlike a simple distance vector routing protocol (e.g.,
Here we define notation, give a brief overview of BGP, RIP [17]) where a route has a simple metric (e.g., num-

discuss _BGP security threats, and summarize a numbeg . hops), a BGP route is associated with a number

of security goals for BGP. of attributes and routes are selected based on local rout-

2 1. Notation ing policy. _One notable route attribute isS_PAT H, _
N o which consists of a sequence of ASes traversed by this

A and B denote entities (€.g., an organization, an AS, route. BGP is often considered as a path vector routing
or a BGP speaker). X or Y denotes an assertion which IS protocol.
any statement. An assertion maymepgerorlmproper_ ASes on the Internet can be roughly classified into
We avoid use of the terrtiue or falsesince in BGP, it three categories: stub-AShas only one connection to
is not always clear that a statement is 100% factual or gther ASes; amultihomed-ASias more than one con-
not. An assertion is proper if it conforms to the rules nection to other ASes, but is not designed to carry traffic
governing the related entity making that assertion. Table for other ASes (e.g., for the purpose of load balance or
1 defines notation used in this paper. redundancy); and &ransit-AShas more than one con-

2 2 Overview of BGP nection to other ASes, and is designed to carry traffic
for others.

Conceptually, a routing network can be abstracted as While a stub-AS may have only one BGP speaker, a
a graph, where a vertex is a router and an edge is a netmultihomed or a transit-AS often has more. A BGP ses-
work link. If a network consists of a small (e.g., several) sion between two BGP speakers located within two dif-
or medium (e.g., tens or hundreds) number of routers, aferent ASes is often referred to as external-BGP (eBGP),
single routing protocol is probably capable of exchang- and a BGP session between two BGP speakers within a
ing and maintaining routing information in that network.



common AS is oftenreferred to as internal-BGP (iBGP). A BGP update message consists of three parts:
An eBGP speaker actively exchanges routing informa- withdrawn routes, network layer reachability informa-
tion with an external peer by importing and exporting tion (NLRI), and path attributes (e.g., ABATH, LO-
BGP routes. An iBGP speaker only helps propagate CAL_PREF, etc.). A route should only be withdrawn by
routing updates to other BGP speakers within a com- a party which had previously announced that route. Oth-
mon AS, and it does not make any changes to a routingerwise, a malicious entity could cause service disruption
update. by withdrawing a route which is actually in service. Dig-

A BGP session between two different ASes usu- itally signing BGP update messages will allow to verify
ally implies one of the following four types of busi- if a party has the right to withdraw a route. Further dis-
ness relationship [13]customer-to-providerprovider- cussion is beyond the scope of the present paper.
to-customerpeer-to-peerandsibling-to-sibling A cus- NLRI consists of a set of IP prefixes sharing the same
tomer AS usually pays a provider AS for accessing the characteristics as described by the path attributes. NLRI
rest of the Internet. Two peer ASes usually find that it is falsified if an AS originates a prefix not owned by that
is mutually beneficial to allow each other to have access AS, or aggregated improperly from other routes. Exam-
to their customers. Two sibling ASes are usually owned ples of consequences include denial of service and man-
by a common organization and allow each other to have in-the-middle attacks. There are two types of R&TH:

access to the rest of the Internet. AS_SEQUENCE or ASSET. An ASPATH of type
AS_SEQUENCE consists of an ordered list of ASes tra-
2.3. BGP Security Threats versed by this route. An ARATH of type ASSET con-

sists of an unordered list of ASes, sometimes created

BGP faces threats from both BGP speakers and BGPwhen multiple routes are aggregated. Due to space lim-
sessions. A misbehaving BGP speaker may be mis-jtations, we focus on the security of ASEQUENCE.
configured (mistakenly or intentionally), compromised (Note: ASSET is less widely used on the Internet. For
(e.g., by exploiting software flaws), or unauthorized example, as of August 1, 2004, only 2314884 ASes
(e.g., by exploiting a BGP peer authentication vulner- originated47 of 161 796 prefixes with ASSET.) An
ability). A BGP session may be compromised or unau- AS_PATH is falsified if an AS or any other entity ille-
thorized. We focus on threats against BGP control mes-gally operates on an ABATH, e.g., inserting a wrong
sages without considering those against data traffic (e.9.,AS number, deleting or modifying an AS number on the
malicious packet dropping). Attacks against BGP con- path, etc. Since A®ATH is used for detecting rout-
trol messages include, for example, modification, inser- ing loops and used by route selection processes, fal-
tion, deletion, exposure, and replaying of messages. Insification of ASPATH can result in routing loops or
this paper, we focus on modification and insertion (here- selecting routes not selected otherwise. We are inter-
after falsification[4]) of BGP control messages; dele- ested in countering falsification of NLRI and ASATH.
tion, exposure and replaying are beyond the scope ofwe assume there are multiple non-colluding misbehav-
this paper. Deletion appears indistinguishable from le- ing ASes and BGP speakers in the network, which may
gitimate route filtering. Exposure might compromise have legitimate cryptographic keying materials. This
confidentiality of BGP control messages, which may or non-colluding assumption is also made by S-BGP and
may not be a major concern [4]. Replaying is a serious soBGP, explicitly or implicitly.
threat, which can be handled by setting expiration time
for a message; however it seems challenging to find anp 4. BGP Security Goals
appropriate value for an expiration time.

There are four types of BGP control messages: We seek to design secure protocol extensions to BGP
OPEN, KEEPALIVE, NOTIFICATION, and UPDATE.  which can resist the threats as discussed above. As with
The first three are used for establishing and maintaining most other secure communication protocols, BGP secu-
BGP sessions with peers, and falsification of them will rity goals must include data origin authentication and
very likely resultin session disruption. As mentioned by data integrity. In addition, verification of the propriety
Hu et al. [20], they can be protected by a point-to-point of BGP messages is required to resist falsification at-
authentication protocol, e.g., IPsec [21]. We concentratetacks. Specifically, the propriety of NLRI and ASATH
on falsification of BGP UPDATE messages (hereafter, should be verified. All verification will be performed
we refrain from capitalizing update as UPDATE) which most likely by a BGP speaker online, but possibly by an
carry inter-domain routing information and are used for operator offline . We summarize five security goals for
building up routing tables. BGP (cf. [23, 24]). G1 and G2 relate to data origin au-



thentication, G3 to data integrity, and G4 and G5 to the Root AS Number Authorities

propriety of BGP messages. Tis an RIR
G1. (AS Number Authenticationlt must be verifiable T ASNumCert
that an entity using an AS numbey as its own ID=AS# — s
is in fact an authorized representative of the AS to public key= k_
which a recognized AS number authority assigned Signed by T
S
! PAmerCert
G2. (BGP Speaker Authenticatiofmust be verifiable g SS)) ID=AS#=s
that a BGP speaker, which asserts an association v public key= k'
with an AS numbes;, has been authorized by the ¢, s) ’
AS to whichs; was assigned by a recognized AS Signed using k, | | Signed using K,

number authority.

G3. (Data Integrity) It must be verifiable that a BGP Figure 1. psBGP Certificate Structure

message has not been illegally modified en route.

G4. (Prefix Origination Verification) It must be verifi- 3.1. AS Number Authentication in psBGP

able that it is proper for an AS to originate an IP
prefix. More specifically, it is proper for AS; to
originate prefixf; if 1) f; is owned bys;; or 2)

/1 is aggregated from a sét of prefixes such that
fLCF,ie,vf. Cf,f. CF.

Following S-BGP, we make use of a centralized PKI
[37] for AS number authentication, with four root Cer-
tificate Authorities (CAs), corresponding to the four ex-
isting RIRs. When an organization B applies for an
AS number, besides supplying documents currently re-
quired (e.g., routing policy, peering ASes, etc.), B addi-
G5. (AS Path Verification)it must be verifiable that an  tionally supplies a public key, and should be required to

AS_PATH (pr. = [s1,52,...,s;]) of a BGP route  prove the possession of the corresponding private key
m consists of a sequence of ASes actually traversed[37, 1]. When an AS number is granted to B by an
by m in the specified order, i.em originates from  RIR, a public key certificate (ASNumCert) is also is-

s1, and has traversed through . . ., s in order. sued, signed by the issuing RIR, binding the public key
supplied by B to the granted AS number. An AS num-
3. Pretty Secure BGP (pSBGP) ber s is calledcertifiedif there is a valid ASNumCert

(ks, s)r, bindings to a public keyk, signed by one of
psBGP makes use of a centralized trust model for au- the RIRs.
thenticating AS numbers and AS public keys. RIRs are  The proposed PKI for authenticating AS numbers is
the root trusted certificate authorities. Each AB is- practical for the following reasons. 1) The roots of the
sued a public key certificate (ASNumCert), signed by Proposed PKI are the existing trusted authorities of the
one of the RIRs, denoted Hy:,,s)r. An AS with an AS number space, removing a major trust issue which
ASNumCert(kS’ S)T creates and Signs two data struc- is probably one of the most difficult parts of a PKI. The

tures: a SpeakerCe(t’, s). binding a public key:’, to root of a PKI must have control over the name space in-
s; and aprefix assertion lis{PAL), listing prefix asser- ~ Volved in that PKI. Thus, RIRs are the natural and logi-
tions made by about the prefix ownership afands’s cal AS number certificate authorities, though admittedly

peers. PAL, is an ordered list: the first assertion is for non-trivial (but feasible) effort might be required for im-

s itself and the rest are for each g6 peers ordered by ~ plementing such a PKI. 2) The number of ASes on the
AS number. Figure 1 illustrates the certificate structure Internet and its growth rate are relatively manageable
used in psBGP (see al$§8.4.1 re: MultiASCert). We  (se€g6 - Table 3). Considering there are four RIRs, the
next describe psBGP with respect to five security goals, overhead of managing ASNumCerts should certainly be

corresponding to G1-G5 above. feasible as large PKIls are currently commercially oper-
ational [16].
Lif 51 does not ownf; and3f, C f1 such thatf, ¢ F, thens; To verify the authenticity of an ASNumCert, an AS

overclaimslP prefixes, which is considered to be a type of falsification. must have the trusted public key (or certificate) of the



signing RIR. These few root trusted public key certifi- certificates, and discloses BGP speaker identities. Such
cates can be distributed usingt-of-bandmechanisms.  disclosure may or may not introduce competitive secu-
ASNumCerts can be distributed with BGP update mes- rity concerns [40]. Choice 2) provides stronger security,
sages. An ASNumcCert is revoked when the correspond-requires the same number of certificates, and does not
ing AS number is not used or reassigned to another or-disclose BGP identities, but involves a more complex
ganization. Issues of revocation, though extremely im- system.
portant, are beyond the scope of the present paper; we The private key corresponding to the public key of a
restrict comment to the observation that revocation is a SpeakerCert is used for establishing secure connections
well-studied issue, if albeit still challenging (e.g., see with peers §3.3), and for signing BGP messages. There-
[1]). So far, we assume that every AS has the public key fore, it must be stored in the communication device asso-
certificates of RIRs and can obtain the ASNumCerts of ciated with a BGP speaker. In contrast, since the private
any other ASes if and when necessary. key corresponding to the public key of an ASNumCertis

There is much debate on the architecture for authenti-only used for signing a SpeakerCert and a PAL, it need
cating the public keys of ASes in the BGP security com- not be stored in a BGP speaker. Thus, compromising a
munity, particularly on the pros and cons of using a strict BGP speaker only discloses the private key of a Speak-
hierarchical trust model vs. a distributed trust model, erCert, requiring revocation and reissuing of a Speak-
e.g., a web-of-trust model. We make use of a strict hi- erCert, without impact on an ASNumCert. This separa-
erarchical trust model (with depth of one) for authenti- tion of ASNumCerts from SpeakerCerts provides a more
cating AS numbers and their public keys to provide a conservative design (from a security viewpoint), and dis-
strong guarantee of security. Therefore, it will be dif- tributes from RIRs to ASes the workload of certificate
ficult for an attacker to spoof an AS as long as it can- revocation and reissuing resulting from BGP speaker
not compromise or steal the private key corresponding compromises. In summary, an ASNumCert must be re-
to the public key of an ASNumCert signed by an RIR voked if the corresponding AS number is re-assigned or
or the signing key of an RIR. In contrast, a web-of-trust the corresponding key is compromised. A SpeakerCert
model does not provide such a guarantee. Some otherismust be revoked if a BGP speaker in that AS is com-
sues that arise with a web-of-trust model might include: promised, or for other reasons (e.qg., if the private key is
trust bootstrapping, trust transitivity, and vulneralgitd lost).
a single misbehaving party [28, 36].

o 3.3. Data Integrity in psBGP

3.2. BGP Speaker Authentication in psBGP

To protect data integrity, BGP sessions between peers

ust be protected. Following S-BGP and soBGP, ps-

GP uses IPsec Encapsulating Security Payload (ESP)
[22] with null encryption for protecting BGP sessions.
Since many existing BGP speakers implement TCP
MD5 [18] with manual key configurations for protecting
BGP sessions, it must be supported by psBGP as well.
In psBGP, automatic key management techniques can be
implemented to improve the security of TCP MD5 as
each BGP speaker has a public-private key pair (com-
on to all speakers in that AS).

An AS may have one or more BGP speakers. A BGP
speaker must be authorized by an AS to represent tha
AS to establish a peer relationship with another AS. In
psBGP, an AS with a certified ASNumCert issues an op-
erational public key certificate shared by all BGP speak-
ers within the AS, namely SpeakerCert. A SpeakerCert
is signed using the private key of the issuing AS, corre-
sponding to the public key in the AS’s ASNumCert (see
Figure 1). A SpeakerCertis an assertion made by an AS
that a BGP speaker with the corresponding private key
is authorized to represent that AS. SpeakerCerts can be"
distributed with BGP update messages.

We consider three design choices for BGP speaker au-3.4. Verification of Prefix Origin in psBGP
thentication: 1) each BGP speaker is issued a unique
public key certificate; 2) group signatures (e.g., see [8]) When an ASs; originates a BGP update message-
are used, i.e., each BGP speaker has a unique private keyf, [s;, . .. ]), another AS needs to verify if it is proper
but shares a common public key certificate with other for s; to originate a route for a prefik. As stated ir;2.4
speakers in the same AS; or 3) all BGP speakers in a(G4), itis proper fow; to originate a route for prefiX if:
given AS share a common public-private key pair. We 1) s; owns f; or 2) s; aggregateg properly from a set
propose the latter primarily for its operational simpljcit ~ F' of prefixes carried by a set of routeshas received,
Choice 1) provides stronger security but requires more possibly combined with some prefixes ownedshy



3.4.1. Verification of Prefix Ownership in psBGP

prefix assertion lists will grow, and the more updates of
prefix assertion lists will be required since a change to

Facing the difficulty of building an IP address delega- an AS numbes; or a prefix f; requires the update of

tion infrastructure (recall), we propose aecentral-

all PALs making an assertion aboytor f;. Moreover,

izedapproach for verifying the propriety of IP address there are a large number of ASes which might have only

ownership, and more specifically by usingnsistency

one peer. For example, as of August 1, 2004, there

checks Our approach is inspired by the way humans ac- were 6619 ASes which have only one peer based on
quire their trust in the absence of a trusted authority: by one BGP routing table collected from the RouteViews
corroborating information from multiple sources (hope- project [29]. Requiring: > 3 will prevent these ASes

fully independent).

In psBGP, each AS; creates and signs frefix as-
sertion list(PALs,), consisting of a number of tuples
of the form (IP prefix list, AS number), i.eRPAL;, =
[(f780), (f7,81), -+, (f2F, sn)], where forl < j #

i < n,s; € peer(s;) ands; < s;jy1. The first tuple
(f],s;) asserts thag; owns f*; the rest are sorted by
AS number, and assert the prefix ownership;&f peers.
(f5,85) (s; # si) asserts by; thats; is a peer ofs;
ands; owns prefixf;* if f7* # ¢. Otherwise, it simply
asserts thad; is a peer of;.

from originating authorized prefixes.

To begin with, we suggest = 2 in psBGP, i.e.,
(f7',s:) is proper if there exists any singles; €
peer(s;) such thats; make an assertiofy;”, s;) which
is consistent with(f;*,s;). When verifying(f;", s;),
an AS checks its consistency with the prefix assertion
related tos; made by each of;’s peers until a consis-
tent one is found, or no consistent assertion is found af-
ter all relevant assertions made bys peers have been
checked. In the former cas¢f;”,s;) is verified as
proper; in the latter case, it is verified @msproper. For

As a new requirement in psBGP, each AS is responsi- simplicity, the consistency among the prefix assertions

ble for carrying out some level of due diligence offline:
for the safety of that AS and of the whole Internet, to not checked. A non-aggregated rodfe[s;, .

related tos; made bys;’s peers amongst themselves is
..]) origi-

determine what IP prefixes are delegated to each of itsnated bys; is verified as proper iff, s;) is proper and
peers. We suggest the effort required for this is both f C fi.

justifiable and practical, since two peering ASes usually - We now discuss how psBGP reacts to erroneous prefix
have a business relationship (e.g., a traffic agreementlassertions (e.g., resulting from human errors, lack of due
with each other, allowing offline direct interactions. For diligence, or collusion). An AS; erroneously asserting

examples; may ask each of its peey to show the proof
that f; is in fact owned bys;. Publicly available infor-

the ownership of a prefix will not result in service dis-
ruption of the legitimate owner of that prefix as long as

mation about IP address delegation may also be helpful.none ofs,’s asserting peers endorses its assertiper-

Two assertion$f;, s;), (f/, s;) made by two ASes are

roneously asserting the prefix ownership of a peeanill

comparablef they assert the prefix ownership of a given not result in service disruption of; if there exists an-
AS, i.e, s; = s; and the asserted prefixes are non- other peer of; which correctly asserts;’s prefix own-

empty, i.e..f;, f! ;é ¢; and arancomparableotherwise,

i.e., they assert the prefix ownership of different ASes or generallyv,sl € peer(s;), s |ssues(f
one of the asserted prefixes is an empty set. Two cOmM-tent with ( £

parable assertiongf;, s;) and (f/,s;) are consistenif
fi = fI; and ardnconsistentf f; ;é fl.

Letn be the number of;’s peers.(f;, s;) is k-proper
if there exist some fixed numbér(2 < k < n + 1)
of consistent assertions @f;, s;) made bys; or s;’s
peers. Requiring = n + 1 means that the assertion

ership. Ifs; |s the only asserting peer far;, or more

s;) inconsis-

55)s (fj ', 5;) will be verified asmproper

by other ASes even if it might be actually proper. This
is the case when misbehaving ASes form a network cut
from s; to any part of the network. It appears difficult, if
not impossible, to counter such an attack; however, we
note that even if such a denial of service attack could
be prevented, many other techniques beyond the control

(fi,s:) made bys; and all of its peers must be consis- 4f BGP can also be used to deny the routing service of

tent for (f;, s;) to be k-proper; this provides maximum
confidence in the correctness 0f;, s;) if the condi-

tion is met. However, it is subject to attacks by a sin-

gle misbehaving AS. For example,3f; € peer(s;),
andsJ makes a false assertigfi’, s;) inconsistent with
(f7,si), then(f", s;) will not be verified as k-proper,

sj, e.g., link-cuts [6], filtering, or packet dropping. Note
that a prefix assertion made byabout a remote ASy,
i.e.,s; ¢ peer(sg), will not be checked wheg’s own
prefix assertion is verified. Thus, a misbehaving AS is
unable to mislead other ASes about the prefix ownership
of a non-peering AS.

althoughltm|ght|ndeed be proper. Fromthe perspective ,sgGP assumes that no two ASes are in collusion.

of assertion list management, the greatés, the larger



Two ASess; ands; are to be in collusion if they as- any effect since traffic destined to a more specific prefix
sert being a peer of each othey, erroneously asserts  will be forwarded to the re-originating AS and then be
the ownership of a prefix, and endorses;’s erroneous  forwarded to the ultimate destination from there. From
prefix assertion. 1§; ands; are owned and managed by a policy enforcement perspective, prefix re-origination
two different organizations, it is very likely that uncoor- does have an effect since the &3TH of an aggre-
dinated erroneous assertionsdyands; will be incon- gated route is different from any of the ABATHSs of
sistent. Here we discuss two cases where the assumptiotthe routes to be aggregated. Since B&TH is used by

of no collusion may not hold: 13; ands; are owned by  the route selection process, changing RSTH has an

a common organization; and 2) ands; are owned by  impact on route selections. From a security perspective,
two different organizations which are controlled by the prefix re-origination is no different than normal prefix
same attacker. In case 1), a multi-AS organization might origination since the aggregated prefix is either the same
use a single centralized database to generate router comas, or a subset of, the prefix owned by the aggregating
figurations for all of its owned ASes. Thus, itis possible AS. Therefore, the aggregated royiecan be verified
that prefix assertion lists for two peering ASes owned by by cross-checking the consistency ©9f prefix asser-

a common organization are also created from a singletion list with those of its peer$8.4.1).

centralized database. If a prefix is erroneously entered Incase 2)s; does not own the whole address space of
into such a database, it might end up with two erroneousthe aggregated prefif,. Therefore,f, cannot be ver-
yet consistent prefix assertion lists. We recommend thatified in the same way as for prefix re-origination. To
an AS should obtain prefix assertion endorsement fromfacilitate verification of the propriety of route aggrega-
another AS owned by a different organization. As alocal tion by a receiving AS, psBGP requires that the routes to
policy, an AS might mandate to not trust a prefix asser- be aggregated be supplied by the aggregating AS along
tion by ASs; if it is not endorsed by an AS; wheres; with the aggregated route. This approach is essentially
ands; are owned by different organizations. To facili- similar to that taken by S-BGP. Transmission of routes
tate the distribution of the knowledge of AS ownership to be aggregated incurs additional network overhead,
by a multi-AS organization, psBGP makes use of a new which is something BGP tries to reduce. However, we
certificate, namely MultiASCert, which binds a list of view such additional overhead to be relatively insignifi-
ASes owned by a common organization to the name of cant given that modern communication networks gener-
that organization, and is signed by an RIR. Prefix as- ally have high bandwidth and BGP control messages ac-
sertions by two ASes owned by a common organization count for only a small fraction of subscriber traffic. The
(i.e., appearing on a MultiASCert) might not be accepted main purpose of route aggregation is to reduce the size
even if they are consistent. In this way, human errors by of routing tables, i.e., reducing storage requirements;
a multi-AS organization will not result in service disrup- note that this is preserved by psBGP.

tion in psBGP. In case 2), if an attacker could set up two

organizations and manage to obtain an AS number from3.5. Verification of AS_PATH in psBGP

an RIR for each of them, the psBGP security, even with
MultiASCerts, can be defeated. There is no consensus on the definition of “R&TH

security”, and different security solutions of BGP define
it differently. In S-BGP, the security of an ABATH

is interpreted as follows: for every pair of ASes on the
Supposss; owns IP prefixf;. When receiving a set of  path, the first AS authorizes the second to further ad-
routes with a set of prefixeB = {f;}, the BGP speci-  vertise the prefix associated with this path. In soBGP,
fication [35] allowss; to aggregaté” into a prefixf, to AS_PATH security is defined as the plausibility of an
reduce routing information to be stored and transmitted. AS_PATH, i.e., if an ASPATH factually exists on the AS

3.4.2. Verification of Aggregated Prefixes

We call f; a prefix to be aggregatednd f, anaggre- graph (whether or not that path was actually traversed by
gated prefix s; can aggregaté” into f, if one of the an update message in question is not considered).
following conditions holds: 1Y f; C f,, f; C fi; or 2) Since ASPATH is used by the BGP route selection
Vi C fg, fi CFU fi. process, great assurance of the integrity of anPASH

In case 1),s; must ownf; which is a superset of the increases the probability that routes are selected based
aggregated prefix,. Most likely, f; will be the aggre-  on proper information. While the BGP specification
gated prefix, i.e.f, = f;. This type of aggregationis [35] does not explicitly state that ABATH is used for
sometimes referred to as prefe-origination From a route selection, it commonly is in practice (e.g., by Cisco
routing perspective, prefix re-origination does not have 10S). Without the guarantee of ABATH integrity, an



attacker may be able to modify an ABATH is a such  formalized reasoning for lack of better alternatives.
way that it is plausible in the AS graph and is also more . . .
favored (e.g., with a shorter length) by recipient ASes F_’roposmon 1 psBGP provides AS number authentica-
than the original path. In this way, a recipient AS may tion (G1).

be misled to favor the falsified route over any correct proof Outline For an AS numbes to be certified, ps-
routes. As a result, traffic flow might be influenced. BGP requires an ASNumCdit,, s)7. SinceT controls
ThUS, we suggest that it mlght not be sufficient to Verify s, and is the trusted guardian of AS numbers (by as-

only the existence/non-existence of an_R&TH, and it sumption), any assertion made Byabouts is proper.
is desirable to obtain greater assurance of the integrity of Thys (ks,s)r is proper. In other wordss is an AS

an ASPATH; we acknowledge that the cost of any solu- number certified byl’, andk, is a public key associ-
tion Should be taken into account as We” Wh||e pSBGP ated withs certified byT More forma”f’ (T controls
allows the verification of ASPATH plausibility, inwhat ) A (k,, s); = (ks, s) is proper.
follows, we define ASPATH security according to the
original definition of ASPATH [35], as “an ordered set  Proposition 2 psBGP provides BGP speaker authenti-
of ASes a route in the update message has traversed”. cation (G2).

we ch.oose the S-BGP apprqach with the improvementproof Outline For a BGP speakerto be accepted as an
of the bit-vector met_hod by N'C.O| et al. [32.] (se_e |_'1ext authorized representative of an AS0sBGP requires an
paragraph) for securing ABATH in psBGP, since it fits ASNumCert(k,, s)r, a SpeakerCett’, s)5., and ev-
into the design of psBGP and provides greater assurance .. e that- pg’sses’se?. By Propos?t’ion 1 (ks, $)1
of AS_PATH integrity with reasonable overhead. Hu proves thats is an AS rs1umber certified by“' asr‘;dk
et al. [20] propose a secure path vector protocol (SPV) is a public key associated withcertified by T Simis-
for protecting ASPATH using authentication hash trees larly, (., s)x. proves thak/ is a public key associated
with less overhead than S-BGP. psBGP does not use the, .0’ o i bys. Evidence that possessel estab-
SPV approach since it has different assumptions than PSqishes that- is authorized by to represent. T?\us the
BGP. For example, SPV uses different public key certifi- Proposition is proved. More formallyl“(controls;) A
cates than psBGP. (ks, s)T = (ks, s) is properj(ks, s) is properA (k., s)x

Let n; = |peers(s;)| be the number of peers @f. = (K., s)is proper{(k’, s) is proper r pOSSGSSi‘g;
Givenmy, = (fi1,[s1,82,...,5k]), @ pSBGP speaker ris asljthorized b)s., . s
si (1 < i < k — 1) generates a digital signature
{f1,[s1,---,si],vi[ni] }s, Wherev;[n;] is a bit vector Proposition 3 psBGP provides data integrity (G3).
of bit-length n;, with one bit corresponding to each
peer in s;'s prefix assertion list §3.4.1). If s; in-
tends to send a routing update to a peer it sets
the bit in v;[ ] corresponding tos;. In this way,

a message sent to multiple peers by a BGP Speakepata]integrity. . . blish
need be signed only once. Fer., to acceptm, Before presenting Proposition 4, we establish two

Proof Outline psBGP uses the IPsec Encapsulating Se-
curity Payload (ESP) [21, 22] with null encryption for
protecting BGP sessions, and relies upon IPsec ESP for

sk+1 Mmust receive the following digital signatures: Lemmas.

{f1. [s1], valnal}sy, {f1, [s1, 2], v2[nal}ss, . .. @nd Lemma 1 Assume that's; € S,3s; € peer(s;) such

{11, 52,5 i), vk [nk] b that s; carries out reasonable due diligence to create a
proper prefix assertiorif;”, s;) (Al); and that no two

4. Security Analysis of psBGP ASes are in collusion (A2)then psBGP provides rea-

_ . . sonable assurance of prefix ownership verification, i.e.,
We analyze psBGP against the listed security goals , efix assertiori 5, s;) that s actually proper will be
from §2.4. The analysis below clarifies how our pro- | 4rified as such: otherwise not.

posed mechanisms meet the specified goals, and by what

line of reasoning and assumptions. While we believe Proof Outline Suppose(f;’,s;) is proper. Since
that mathematical “proofs” of security may often be 3s; € peer(s;) which makes a proper assertiofj”, s;)
based on flawed assumptions that fail to guarantee “se<(by assumption Al), therif;,s;) is consistent with
curity” in any real-world sense, they are nevertheless > _ _ B

very useful, e.g., for finding security flaws, for precisely o 1';?;3]‘;\.’8 adapt BAN-like notation, modified for our purpose (cf

captu_ring_ protocol goal§, and for reducing ambiguity, all "~ 3gee§3.4.1 for discussion of examples where this collusion as-
of which increase confidence. We thus encourage suchsumption may not hold.




(f7,s:) since two proper assertions must be consis-
tent. Thus,(f;,s;) will be verified as proper because
there exists a prefix assertion frais peers;;, (ffj ) 8i)s
which is consistent witl i, si).

Suppos€ f;, s;) is improper. To show thatf;, s;)
will not be verified as proper, we need to show that
there does not exigtf;”, s;), s; € peer(s;), such that
(f7,s:) is consistent with(f,s;). V(f;’,s:),8; €
peer(si), if s; carries out due diligence successfully,
then(f;?, s;) is proper and will be inconsistent with the
improper(f;, s;). If s; misbehaves or its due diligence
fails to reflect actual IP ownership, théfi’”, s;) is im-
proper. We consider it to be a collusion gf ands; if
(f7,s;) and(f, s;) are improper but consistent. This
case is ruled out by assumption A2. Thus, an improper
prefix assertion(f;,s;) will be verified as improper
since there does not exist an improper assertion WhICh
is consistent with(f;*, s;) without collusion. This es-
tablishes Lemma 1.

Lemma 2 psBGP provides reasonable assurance of IP
prefix aggregation verification.

Proof Outline Let f, be a prefix aggregated by A§
from a set of routegm; = (fi,pi)|pi = [si,...]} re-
ceived bys,. psBGP requires that fof;, originated by
s, to be verified as propes,, must either own a prefix,
such thaif, C f, (verified by Lemma 1), or provide evi-
dence that,, has in fact receivefm;} andf, C U{f;}.
Valid digital signatures from each AS @i can serve as
evidence thas, has receivedm} (see Proposition 5).
If fg € U{fi}, thens, aggregateg, properly. Ifs,
cannot provide required evidence,’s aggregation of
fq is verified as improper. This establishes Lemma 2.

Proposition 4 psBGP provides reasonable assurance
of IP prefix origination verification, i.e., an A§'s orig-
ination of a prefixf is verified as proper if is owned by

s; or is aggregated properly by; from a set of routes re-
ceived bys;. Otherwisegs;’s origination of f is verified

as improper.

Proof Outline Lemma 1 allows verification of the pro-
priety of prefix ownership. Suppogé;*, s;) is verified
as proper, i.e.f;" is verified to be owned by;. If s;
ownsf, thenf C f’'. In psBGP,s;’s origination of f

is verified as properif C f7. If f & 7, psBGP re-
quires that; provide proof thalf is aggregated properly
from a set of received routes (see Lemma 2); Ifloes
not own f ands; does not provide proof of the propriety
of prefix aggregation, psBGP verifiess origination of

f as improper. This establishes Proposition 4.

10

Proposition 5 psBGP provides assurance of #8TH
verification (G5).

Proof Outline Let m; = (f1,px) be a BGP route,
wherepy, = [s1,82,...,8%]). Letr; (1 < i < k—1)
be a BGP speaker ity which has originatedi(= 1) or
forwarded(2 < i < k — 1) m; t0 s;41. In psBGP, the
integrity of p;, implies thatm; has traversed the exact
sequence 0fq, so, ..., s5. In other words, there does
not existi (2 < i < k — 1) such thats,_; didn’t send
(fl, [81, ceey Sifl]) 1o s;.

By way of contradiction, assume that it is possible
in psBGP that(f1, [s1,...,sk]) is accepted by a BGP
speaker;1 and there exists (2 < ¢ < k) such that
s;—1 didn't send(f1, [s1,...,8:-1]) tO s;. pSBGP re-
quires that for[sy, s, . .., sx] to be accepted by 1,

1 (1 < i < k), ri41 has received a valid digital sig-
nature{pi, [s1,...,si],vi[ |}s;, Where the bit inv;[ ]
corresponding t®;1 is set. {p1, [s1,.-., Si],vi[ |},
serves as a signed assertion thatoes send that routing
update tos; ;. This contradicts the above assumption.
Thus, Proposition 5 is established.

The above results establish the desired psBGP secu-
rity properties, and are summarized by Theorem 1.

Theorem 1 (psBGP Security Property) psBGP

achieves the following five security goals: AS number
authentication (G1), BGP speaker authentication (G2),
data integrity (G3), IP prefix origination verification
(G4), and ASPATH verification (G5).

5. S-BGP, soBGP, and psBGP Comparison

We compare the different approachestaken by S-BGP,
soBGP, and psBGP for achieving the BGP security goals
listed in§2.4. Table 2 provides a summary. We see that
psBGP falls somewhere between S-BGP and soBGP in
several of the security approaches and architectural de-
sign decisions, but makes distinct design choices in sev-
eral others.

5.1. AS Number Authentication

Both S-BGP and psBGP use a centralized trust model
for authenticating AS numbers, which is different from
the web-of-trust model used by soBGP. The difference
between the AS number authentication of psBGP and S-
BGP is that S-BGP follows the existing structure of AS
number assignment more strictly than psBGP. In S-BGP,
an AS number is assigned by IANA to an organization
and it is an organization that creates and signs a certifi-
cate binding an AS number to a public key (thus, a two-
step chain). In psBGP, an ASNumCert is signed directly
by IANA (depth=1), and is independent of the name of



Goal S-BGP soBGP psBGP
G1: AS Number centralized decentralized centralized
Authentication (multiple levels) | (with trust transitivity) (depth=1)
G2: BGP Speaker one certificate one certificate one certificate
Authentication per BGP speaker per AS per AS
G3: Data Integrity IPsec or TCP MD5| IPsec or TCP MD5 IPsec or TCP MD5
G4: Prefix Origination centralized centralized decentralized
Verification (multiple levels) (multiple levels) (no trust transitivity)
G5: AS PATH Verification integrity plausibility integrity

Table 2. Comparison of S-BGP, soBGP, and psBGP approaches fo  r achieving BGP security
goals.

| | Jan] Feb[ Mar| Apr| May| Jun] Jul | Aug |
Start of Month 16554 | 16708 | 16879 | 17156 | 17350 | 17538 | 17699 | 17 884
Removed during Month 153 137 155 174 138 179 164 N/A
Added during Month 307 308 432 368 326 342 349 N/A

Table 3. AS Number Dynamics from January 1 to August 1, 2004

an organization. Thus, psBGP has less certificate man-5.4. Prefix Origination Verification

agement overhead than S-BGP, requiring fewer certifi-

cates. In addition, some changes in an organizak¥on Both S-BGP and soBGP propose a hierarchical struc-
may not require revoking and reissuing the public key ture for authorization of the IP address space; however
certificate of the AS controlled byX. For example, if  S-BGP traces how IP addresses are delegated among or-
X changes its name to Y but the AS numbeassoci- ganizations, while soBGP only verifies IP address del-
ated with X does not change, psBGP does not need toegation among ASes. It appears that soBGP simplifies
revoke the ASNumCertk,, s)r. However, in S-BGP,  the delegation structure and requires fewer certificates
the public key certificateGcx , X )7, (ks, $)k, Mightbe for verification; however, it is not clear if it is feasible
revoked, and new certificatésy, Y )r, (k., s)k, might to do so in practice since IP addresses are usually dele-

be issued. gated between organizations, not ASes. In psBGP, con-
sistency checks of PALs of direct peers are performed
5.2. BGP Speaker Authentication to verify if it is proper for an AS to originate an IP pre-

fix. Therefore, psBGP does not involve verification of
) » o chains of certificates (instead relying on offline due dili-

In S-BGP, a public key certificate is issued to each gence) we note that while psBGP does not guarantee
BGP speaker, while both soBGP and psBGP use oneperfect security of the authorization of IP address allo-

common public key certificate for all spc_eakers within - <ation or delegation, as intended by S-BGP and soBGP,
one AS. Thus, soBGP and psBGP require fewer BGP o giscussed if1 it is not clear if the design intent in

speaker certificates (albeit requiring secure distributio 4 |atter two can actually be met in practice.
of a common private key to all speakers in an AS).

_ 5.5. ASPATH Verification
5.3. Data Integrity
Both S-BGP and psBGP verify the integrity of

S-BGP uses IPsec for protecting BGP session andAS_PATH based on its definition in the BGP specifica-
data integrity. Both soBGP and psBGP adopt this ap- tion [35]. In contrast, SOBGP verifies the plausibility of
proach. TCP MD5 [18] is supported by all three propos- an ASPATH. Thus, S-BGP and psBGP provide stronger
als for backward compatibility. In addition, automatic security of ASPATH than soBGP, at the cost of digi-
key management mechanisms can be implemented fottal signature operations which might slow down network
improving the security of TCP MD5. convergence.
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| | Jan | Feb | Mar | Apr | May | Jun | Jul| Aug |
Start of Month 148903 | 148014 | 151174 | 156019 | 157925| 160818 | 155118 | 161 796
Stable During Month | 143 200 | 144 422 | 146 139 | 151481 | 153171 | 148280 | 151 436 N/A
Stable During Jan-Aug| 119968 | 119968 | 119968 | 119968 | 119968 | 119968 | 119 968 N/A
Removed During Month 5703 3592 5035 4538 4754 12 538 3682 N/A
Added During Month 4814 6 752 9 880 6 444 7 647 6 838 10 360 N/A

Table 4. IP Prefix Dynamics from January 1st to August 1st, 200 4

61-| 101- 201-| 301-/1001- over
# of PA Changes 1 2-4| 5-10, 11-30| 31-60, 100| 200 300, 1000 5000 5000  Total

n=1 | #ofASes | 1497 677 319 152 43| 26| 19 5 2l 1 1 2742
(percentage)| (8.3%)| (3.8%)| (1.8%)| (0.8%)| (0.2%)| (0.1%)| (0.1%)| (0%)| (0%)| (0%)| (0%)| (15.2%)
n=2 | #ofASes | 1508 713 346 187 66| 21| 33 7 8 1 2] 2892
(percentage) | (8.4%)|(4.0%)|(1.9%) | (1.0%)|(0.4%)|(0.1%) | (0.2%)| (0%)| (0%)| (0%)| (0%)|(16.0%)
n=3 | #ofASes | 1516| 725 355 205 70| 23] 32 13 9 4 2952
(percentage)| (8.4%)| (4.0%)| (2.0%)| (1.1%)| (0.4%)| (0.1%)| (0.2%)|(0.1%)| (0%)| (0%)| (0%)| (16.4%)
n=all | #ofASes | 1424 784] 387 233 78| 34| 27| 12 14| 2| 28 3023
(percentage)| (7.9%)| (4.3%)| (2.1%)| (1.3%)| (0.4%)| (0.29%)| (0.1%)|(0.1%)|(0.1%)| (0%)|(0.2%)| (16.7%)

Table 5. Projected number of ASes in absolute number, and as p ercentage of all ASes, requiring
the specified number of prefix assertion changes in psBGP, bas ed on July 2004 Data. We
recommend row n = 2.

6. Performance Analysis of psBGP ASNumCerts and SpeakerCerts We observed in
total 17 884* ASes as of August 1, 2004. One ASNum-
Here we present our preliminary esitimates of mem- cert is required per AS. In the worst case, an AS may
ory, bandwidth, and CPU overhead, and the analysis of need to store the ASNumCert of every AS on the Inter-
certificate dynamics in psBGP. While rigorous study has net: in this case]7 844 ASNumCerts would be stored.
been performed by Aiello et al. [2] on the prefix dele- ag with S-BGP and soBGP, psBGP makes use of the
gation stability on the Internet as a whole, it is desirable x 509v3 certificate structure which has wide industrial
to study certificate dynamics of a secure system and tOsupport. Assuming the average size of a certificate is
project certificate management overhead on a per ASg00 bytes [25],10.479M bytes memory would be re-
level. We use BGP data collected by the RouteViews quired for storingl 7 844 ASNumCerts. The same holds
project [29], and retrieved one BGP routing table of the g, SpeakerCerts.
first day of each month from January to August 2004.  pa| s and MultiASCerts. Each ASs; issues a PAL,
Despite likely incompleteness of the RouteViews data \yhose size is primarily determined by the number of
set, it is one of the most complete data repositories pUb'prefixes delegated ts;, the number ofs;’s peers, and
licly available, and has been widely used in the BGP the number of prefixes delegated to each;f asserted

community. peers. While some ASes have many peers, and some are
delegated many prefixes, many ASes have only a small
6.1. Memory Overhead number of peers and are delegated a small number of

Th ¢ ¢ i hich . prefixes. On average, each AS Ha&peers and is dele-
ere are four types of certificates which require ex- gated9.1 prefixes. Assuming the average size of a PAL

tra memory space to store for a BGP speaker to supportg | o4 bytes,17.844M bytes of memory would be re-

pslg(t}hP. We_ estlmat?_thetme]i”r:rc])ryto;/elrr:;\a/?](_jl for eB?SCIQ typequired to stord 7 844 PALs, one for each AS. For Mul-
and then give an estimate ot tne to'al. e a UP- iascCerts, a BGP speaker needs to store one certificate

date message may carry extra digitally signed data andfor each organization which owns multiple ASes. Based
signatures which need to be stored temporarily, they can

be Qiscarded after verfication. Thus, we do not consider™ 4as numbers used by IANA itself for experimental purpose are n
their memory overhead here. counted.
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on the data from Aiello et al. [2], there a385 multi-AS 6.3. CPU overhead
organizations which in total owh 259 ASes. On av-
erage, each multi-AS organization owh8 ASes. As-
suming the average size of a MultiASCer6i30 bytes,
0.226M bytes of memory are required for storing all
MultiASCerts.

In summary, a total 088.028M bytes of memory are
required for storing all certificates to support psBGP.
However, more efficient certificate distribution mecha-
nisms (e.g., see [1, 25]) may be used; further discussion
is beyond the scope of the present paper.

A BGP speaker supporting psBGP needs to digitally
sign each BGP update message sent to each different
set of peers, and to verify each unique digital signa-
ture carried by each BGP update message it receives
and chooses to use. As shown by Kent et al. [23] in
their study of S-BGP performance, such CPU overhead
is significant. While the bit-vector approach adopted
by psBGP might reduce CPU overhead of digital sig-
nature generation to some degree if a BGP speaker usu-
ally sends an update message to multiple peers [32], it
does not reduce overhead of digital signature verifica-
tion. Overall, we expect that significant CPU overhead
6.2. Bandwidth Overhead will be generated by psBGP if an AS chooses to maxi-
mamlly protect BGP update messages. To mitigate the
problem, some approaches might be helpful, such as

Except for a small number of public key certificates paching [23], delay of signature verification [23], us-

of trusted CAs which need to be distributed using out- ing a digital signature algorithm with a faster verifica-

of-band mechanisms, all other certificates in psBGP canion operation (e.g., RSA) [32], etc. In addition, since
be distributed with BGP update messages, which con-Many BGP speakers currently in use might not be capa-

sumes extra network bandwidth. However, such over- ble of performing digital signature operations required

head is not persistent since those certificites only need© achle_ve maximum protectlon of _BGP udpate mes-
to be distributed periodically or upon changes. We sug- S29€S: it might be desirable to provide them a less ex-
gest that such overhead is of little significance and will PENSive option with less protection (e.g., verification of

not discuss it here. AS_PATH plausibility but not integirty).

The primary bandwidth overhead is introduced by
digitally signed data and signatures carried by each BGP
update message for protecting the message. For a fully ASNumCerts and SpeakerCerts The monthly
protected BGP route where every AS on the route dig- number of ASes has grown by an averagd @ since
itally signs the update message, the overhead is mainlyJanuary 1, 2004, with an average 3f7 ASes added
determined by the number of such ASes (the averageand157 ASes removed (see Table 3). When an AS num-
number is3.7 according to Kent [25]). psBGP also beris added or removed, the corresponding ASNumcCert
makes use of a bit-vector approach [32] to reduce the must be issued or revoked by an RIR. Thus, four RIRs
number of operations of digital signature generations, between them must issue an average84if new AS-
where the size of a bit-vector used by an AS is roughly NumCerts and revoke an averagelsf existing AS-
equal to the number of peers of that AS. Thus, more NumCerts per month. This would certainly appear to be
overhead will be added if an AS digitally signing a route manageable in light of substantially larger PKIs existing
has a large number of peers. To compare with S-BGPin practice (e.g., see [16]). Note the issuing and revo-
which uses a 16-bit length AS number instead of a bit- cation of a SpeakerCert is performed by an AS, not an
vector, the bandwidth overhead for a given route might RIR.
be higher in psBGP if some of the ASes on the route Prefix Assertion Lists (PALs). A prefix assertion
have more tham6 peers (a corresponding bit-vectorwill  list PAL,, must be changed (removed, added, or up-
be larger than 16-bit), and will be lower if all of the dated) if: 1) the AS humbey; changes (i.e., removed or
ASes have less thart peers. Overall, there might not added); 2) an IP prefix owned By changes; 33;’s peer
be significant difference between the bandwidth over- relationship changes, i.e., a peeris removed or added; or
head of psBGP and S-BGP. As pointed out by Kent [25], 4) an IP prefix changes which is assertedsbyor one
BGP control messages only account for a small fraction of its peers. Table 4 depicts the dynamics of prefixes,
of network bandwidth versus subscriber traffic. Thus, We study the number of prefix assertion (PA) changes
from our preliminary analysis, we expect that bandwidth required for each AS based on the two routing tables of
overhead of psBGP will not create difficulty in the de- July 1 and August 1, 2004. Each prefix addition or re-
ployment of psBGP. moval is counted once (i.e., resulting in one PA addition

6.4. Certificate Dynamics
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or removal) if the AS number of the AS owning that pre- also be stored in centralized directories [25]. However,
fix does not change. If an AS number is newly added (or a “pull” model might make it challenging to decide how
removed) during the month, all additions (or removals) often centralized directories should be checked.
of the prefixes owned by that AS are counted once as a To the best of our knowledge, there is no similar study
whole. of projecting the number certificate updates per AS by
Table 5 depicts the projected PAL dynamics based on S-BGP and soBGP. We are currently conducting such
the data set of July 2004. The total number of ASes study for soBGP and will compare psBGP with soBGP
observed during July 2004 i3 048, including 17 884 on this aspect.
observed on August 1, 2004 and 164 removed during
July 2004. We can see that the more asserting peers 7. Related Work
AS has, the more PA changes required. We recommend
the scenariov = 2, where each AS has at most two Significant research has been published on securing
asserting peers even if it has more than two peers. Thisrouting protocols. Perlman [34] was among the first to
provides a level of redundancy in the case that one of therecognize and study the problem of securing routing in-
two asserting peers fails to carry out its due diligence. frastructures. Bellovin [5] discussed security vulnera-
We see from Table 5 that in the recommended sce- bilities of Internet routing protocols as early as 1989.
narion = 2, 16% of the ASes need to update their More recently, Bellovin and Gansner [6] discussed po-
PALs during the month.8.4% of the ASes need only tential link-cutting attacks against internet routing.-Ku
one PA change in the montk} need2 to4 PA changes, ~ mar [27] proposed the use of digital signatures and se-
1.9% need5 to 10 PA changes. However, a small num- quence numbers for protecting the integrity and fresh-
ber of ASes need more thaf0 changes, and AS 701 ness of routing updates. Smith et al. [38] proposed the
(UUNET) and its two asserting peers need arobine0 use of digital signatures, sequence numbers, and a loop-
changes. Whil&000 prefix assertion updatesin amonth free path finding algorithm for securing distance vector
require significant effort, we suggest that it is feasibke fo  routing protocols including BGP. Thorough analysis of

a large organization like UUNET (in this case). BGP vulnerabilities and protections was performed by
Murphy [30, 31].
6.5. Discussion The most concrete security proposal to date for ad-

dressing BGP vulnerabilities is S-BGP [23, 24, 37],

The timeliness of PAL updates is important to ensure \hich proposes the use of centralized PKls for authenti-
service availability. PALs need to be updated and dis- cating AS numbers and IP prefix ownership. The S-BGP
tributed in a timely manner so that prefix ownerships pk|s are rooted at RIRs, and parallel to the existing sys-
can be verified using currently correct information. To tem of AS number assignment and IP address allocation.
ensure that an asserting peer of a given AS updates itsnS_PATH is protected using nested digital signatures,
PALs for that AS in a timely manner, a service agree- and the integrity of an ASATH is guaranteed.
ment between them would likely be required, e.g., an  soBGP [41] proposes the use of a web-of-trust model
extension to their existing agreements. Since there isfor AS public key authentication, and a centralized hi-
usually some time delay window before newly delegated erarchical model for IP prefix ownership verification.
prefixes are actually used on the Internet, an assertingas_PATH is verified for plausibility by checking against
peer should be required to update its PAL to include gy AS topology graph. Each AS issues certificates list-
newly delegated prefixes of the asserted peer within thating all peering ASes. A global AS graph can be con-
delay window. Updates of prefix removals can be done strycted from those certificates. Thus, the existence of
with lower priority since they would appear to have only zn AS PATH can be verified.
relatively small security implications. PALs along with Goodell et al. [15] proposed a protocol, namely Inter-
other certificates (e.g., ASNumCerts, SpeakerCerts, andyomain Routing Validator (IRV), for improving the se-
corresponding Certificate Revocation Lists) can be dis- curity and accuracy of BGP. Each AS builds an IRV
tributed with BGP update messages in newly defined server which is authoritative of the inter-domain routing
path attributes [25]; thus, they can be distributed as fastinformation of that AS. An IRV can query another IRV
as announcements of prefixes and are accessible withougy verify BGP update messages received by its hosting
any dependence on BGP routes. Those certificates mighias. improper prefix origination and ABATH might

s , . be detected by uncovering the inconsistency among re-
Here an asserting peer of an Agis selected from those peers to .
which s; exports its prefixes. We expect such a peer would have the SPONses from other IRVs. One advantage of IRV is that

knowledge ofs;'s prefix ownership. it supports incremental deployment since it does not re-
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