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Abstract increased connection attempts [18]. Regardless of the char
acterization used, almost all current scanning detection a
Current scanning detection algorithms are based on an gorithms correlate scanning activity based on the perdeive
derlying assumption that scanning activity can be attéiutiast-hop origin of the scans; we call theat&ibution-based
to a meaningful specific source (i.e. the root cause or seifiection schemes. However, there are situations where de-
controller). Sophisticated scanning activity includifget termining true attribution (e.g. the actual scan controller,
use of botnets, idle scanning, and throwaway systems uhere this differs) is not possible. Furthermore, in some
lates this assumption. We propose a class of scanning ¢lses the use of attribution-based detection schemes is en-
tection algorithms that focus on what is being scanned firely ineffective as the scans may either be so slow or so
instead of who is performing the scanning. We pursue thigoadly distributed that they exhaust finite computational
idea, introduce the concept of exposure maps, and reporkeate or fail to exceed some predefined alert threshold (see
a preliminary proof-of-concept that allows one to: (1) estsection 2).

mate the information or exposures revealed to an adversa% iew is that inst .  attack strat
as a result of scanning activity; (2) detect sophisticated q ur view IS that against a growing array of attack strate-

targeted scanning activity with a footprint as low as a siffes attribution (i.e. the identification of scanning spst}

gle packet or event: and (3) discover real-time Changeﬁrpecomingaquixotic approach to scan detection that over-

network exposures that may be indicative of a succeséﬂﬁks an often critically |_mportant question that we sug-
attack. gest should be a much higher focus of scanning detection,

namely, what is the adversary looking for? Although a net-

work operator may be interested in knowing what type and
1 Introduction amount of scanning activity is occurring, this is largely ir

relevant if the proper security countermeasures are ireplac

Networks are constantly bombarded by backscatter paci@i§ Software patches are up-to-date. However, the situatio
[12], incessant probes from auto rooters, malware infectédlifferentif any of the scans are a more likely precursor to
systems (e.g. worms), and Internet cartographers. Pan gyccessful attack. Currer]t scanning detection techsique
al’s analysis [13] reveals that the Internet is saturatisl wd0 Not take advantage of this observation.

nonproductive network traffic. Yegneswaran et al. [19] es- Qur idea is to observe both legitimate network activity
timate that there are 25 billion global intrusion attempes pand attack scans to dynamically enumerate the services cur-
day and this trend continues to increase. Unfortunately, pén“y being offered by a target network. These listening
fective security monitoring of network boundaries is setkgrvices are a normal source of information leakage from
ously hampered because of a present inability to accuralgl target network to potential scanners; they can be mea-
discern sophisticated targeted scanning activity from Wyred and characterized in terms of what we call Host Ex-
focused background scanning activity. Exacerbating thigsure Maps and Network Exposure Maps. Once verified
problem is the availability of precisely such sophisticateys permitted port/IP activity, these maps define the autho-
scanning techniques and tools (see Section 2). rized access to the target network from external sources.
The majority of existing scanning detection schemes agénnection attempts to host-port combinations outside of
proposals rely on observing and categorizing incoming ngiese passively enumerated maps indicate a possible (so-
work connection attempts. This characterization can begfisticated or simple) scan. In this note, we propose how to
simple as observing X events within a'Y time window or ifise exposure maps to allow a network operator to perform:
may contain a number of complex heuristics or behavioga)) real-time verification of compliance with network and
patterns including statistical measures [11, 16], obs€rvihost security policies; (2) identification of both simpitist
connection failures [10, 15], abnormal network behavighd sophisticated scanning activity regardless of scannin
[17], connections to network darkspace [1, 4], or simppate; and (3) rapid detection of changes in host and net-
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HotSec 2006. ing what they learn from the continual network vulnerabil-




ity scanning they perform on a target network. unattributable method of reconnaissance. For instance, co
The paper is organized as follows. Section 2 presestder a botnet owner that has an exploit capability against a
brief background on sophisticated scanning techniquasfwork service. A botnet of approximately 65,000 systems
highlighting limitations of attribution-based scanningtin- would be able to scan an entire Class B network for this ser-
ods. Section 3 outlines the basic idea of exposure mayise by sending a single packet from each bot (each with a
Section 4 describes an exemplar scanning detection taghique IP address). In this example, even if it were possi-
nique using exposure maps. Section 5 discusses our prddg-to correlate this activity to a single scanning campaign
of-concept and preliminary experimental results. Sedsiorit still would not reveal the true adversary as the bots are
reviews related research. We conclude in Section 7. simply zombie participants.
Throw-away scanning. An attacker can use a previously
compromised othrow-away system to scan a network. The
2 Shortcomings of Current use of a different throw-away system to launch the attack

_ : essentially defeats attribution attempts by decouplimgsc
Scan-Detection ApproaCheS ning and attack activities from a single system.

. o . . Low and slow scanning. An attacker may take days,
Scanning activity can be broadly characterized into twe C%\}eeks or months o scan a target host or network. Slow
egories: wide-range reconnaissance, and target-spesific r . 9 .

scans may blend into the netwar&ise never exceeding de-

connaissance. Wide-range reconnaissance is used toya t'e tion thresholds and exhausting detection system state
scan large blocks of Internet address space to locate syst il 9 y '

running a particular service or containing a specific vulner

ability. Typically, there is little human interaction inith :
type of reconnaissance (e.g. worms, zombie recruitment%r Basic |dea of Exposure M aps

botnet enroliment, and auto rooters). Target-specificrrecq, ., ., . . : .
naissance occurs when the informaztion gathe[r)ing acth/it%‘tmbu“on'baseo' scanning detection presupposes teatid
ﬁication of the root cause of scanning activity is possi-

are targeted or restricted to a predetermined entity. ThIS . ) . . .
. . . ) . e. This assumption makes detection algorithms partially
type of reconnaissance is typically precise, deliberatd, a . o . .
completely ineffective in detecting certain classesmf s

focused. We now discuss a few of the sophisticated hard-?él—

detect strategies that could be used in this second categgr jsticated scanning activity. Here we describe an example

. . . tanutlon-free scanning detection technique that oer pr
Current scanning detection algorithms are generally ge-. : L .
. ) : L = Iminary analysis suggests can detect sophisticated gognn
signed to: (1) classify suspicious network activity as scan_. S X

: N . . = . using minimal resources (see Sections 4 and 5). Further-
ning activity; and (2) attribute this activity to a partieul

source or sources. The following scanning techniques qugf_)re, although attribution is not relied on for detecting po

lenge both aspects of this traditional methodology. ential scans, in some instances attribution to the scagnnin

. . source(s) is appropriate and can easily be deternposte
dle scanning.  Idle scanning [1.4] aIIo_ws an att"’mkerscan detection (see Section 4). This allows our technique to
to port-scan a target without sending a single packet fr

. tect both sophisticated and simple scanning activity.
the attacker’'s own systefThe attacker first sends a SY P P 9 y

packet to the port of interest on the target host spoofing t eExposure Map; A host EXposure map (HEM) is ?on i
. structed by passively observing a target network’s traffic
source address of the packet with the IP address of an 1n- . : . 2 .
ver a training period. During the training period, the be-

nocent system (hereafter referred to as a bot). If the porfis . P L )

; avior of individual systems within the network is recorded
open, the target responds to the bot with a SYN ACK. The T
as they successfully respond to external stimuli (i.e. ICMP

bot does not expect this unsolicited SYN ACK packet so | )

. . r%%uests, TCP connection attempts, UDP datagrams). Over
responds with a RST packetto the target and Incrementstt|me each host will be associated with a list of ports and
16-bit identification field (IPID) it includes in its IP heade ' P

The attacker then sends a SYN packet to the bot and EBQtOCOlS they will respond to, the HEM, when contacted

) external systems. The HEM can be regarded as the ex-
serves the IPID field of the RST packet the bot sends bEjlf:exr'nally visible surface of the host. As is the case with any

If the IPID has been incremented, the port on the target V\{as : . L L .
i y : >~ 1echnique that requires a training period, it is possibé th
open. lIdle scanning utilizes side-channel communicatign

L L . malicious host activity may become part of the reference
by redirecting the scan and bouncing it off athlrd—partysyﬁase"ne for the host. Fortunately, the HEM can quickly be
tem. Most scanning detection algorithms will erroneous X '

identify the third-party system as the scanner. Verified against the eX|st|ng ngtvyork securlty policy to en-

Botnet . AS | Ik botnet | | sure no unauthorized service is included in the HEM. The
| t'o n fscannmg. . Sc'js Wet nowbn,ta othe E’. a €O ynion of HEMs within a target network defines thetwork
ection of compromised systems (bots or zombies) usgré)osuremap(NEM).

n a coordinated fash|_on and controlle_d by a single € The NEM can be regarded as the externally visible sur-
tity. A botnet can provide an attacker with, in essence, an .

ace (set of interfaces) of the network. Once constructed,
1See also: Idle Scan and related (IPID) games, http:/wweedare. the NEM can be compared to the network security policy

org/nmaplidlescan.html to verify compliance and ensure that the hosts within a net-




work are providing only those services permitted by policgorithm itself. Even in this case, attribution is metied on
At first glance, it may appear that this technique contains imnorder todetect scans.
inherent limitation in that scans to valid services (i.dries
in the NEM) will not be detected. For instance, an HTTP
scan to destination IP 10.0.0.1 in our network (i.e. our pf6  Proof-of-concept
mary HTTP server, see Table 1) is considered valid activity
and thus would not be considered a scan. In practice if #& an initial test of our idea, we carried out a small proof-
ing the NEM approach, this type of scan would be detecteficoncept. The data set for our analysis consists of a two-
as it would almost certainly also occur against other hosteek training and monitoring period of network traffic col-
in the network not offering HTTP (i.e. not a valid IP/portected in pcap files from one of our university research labs
tuple listed in the NEM). The scanning activity would notontaining 62 Internet-addressable systems. Our proof-of
be detected if it were directed, although unlikely, soldly aoncept recorded successful TCP connection attempts and
the HTTP server. However, we would consider the lattedDP/ICMP responses to generate the NEM presented in Ta-
activity to be an actual attack rather than a scan; while dule 1. The NEM conformed to the network’s existing secu-
technique detects scans (as a precursor to attacks), weitgqolicy.
not purport to detect actual attacks. A standard Internet host has a total2f 2'6 UDP and

TCP ports. Responses from any one of these ports indicates

. . that a service is listening. Thus, to fully enumerate a host,
4 Scanmng Detection ApproaCh an adversary would need to scan a totakbf ports. To

based on Exposure M aps fully enumerate the number of ports on a network, the to-
talis E = N 217 (where N is the number of systems in

Once the training period has concluded and a NEM cdhe network). E is the upper bound on the potential number
structed, scanning detection is performed by simply recoff unique scan combinations a network could expect (e.g.
ing any connection attempt (i.e. TCP connectattempt, in our network, E =2%3). Our exposure map technique is
UDP or ICMP datagram) to a host and port combination negry efficient as the NEM need only record and maintain in
found within the NEM; we call theseutside-NEM scans. sState the port/IP pairs that respond to connection attempts
Each scan attempt is reported using a 6-tuple (sourceifporder to perform scanning detection; the NEM need not
source port, destination IP, destination port, protoémiet record per-port information for each port in E. In our net-
stamp). The approach does not require maintaining a.M?I’k, the NEM consisted of 11 entries (i.e. unique IP/port
state information other than the NEM and thus can det@@irs).
very slow and distributed scan activities (recall Sectipn 2  In practice, attackers typically port scan only a subset of
Once these outside-NEM scans are recorded, a numbe\@ilable ports. The port scans that we have detected én thi
post-scan detection analysis activities are possible. For or@d previous network data sets) have been either directed at
changes to the NEM itself could be monitored to detect poell-known services in the reserved port range (i.e. 0-1023
tential malicious activity. If a high-order port number mge or trojan backdoor ports. For example, using our technique
on one or more hosts simultaneously this could indicate 8le detected scanning activity against only 338 unique TCP
ther new legitimate services offered (i.e. the NEM has @nd UDP ports over the entire two week period. The top ten
be updated) or evidence of unauthorized software instalfgsts scanned outside our target NEM are presented in Fig-
tion (e.g. a backdoor). As a second example analysis &t 1(a). Furthermore, although there were 776,074 scans
tivity, monitoring for sudden increases in scanning attividetected by our technique, the actual scan footpAneén-
could be used to identify bursts or unusual scanning actisted of only 6,131 unique IP/port combinations. In most
ity against the NEM (see Figure 1(a)). This may promptrgetworks, only a few hosts offer publicly available sergice
network operator to check deployed network service patthese host and port combinations will comprise the NEM:
versions and undertake research for any applicable nevpur network 11 unique IP/port pairs (see Table 1). Figure
released exploits or vulnerability information to gauge thL(b) (not drawn to scale), shows the general relationship be
current threat to the network. tween potential service ports scanné&d, @ctual scansA)
Although Section 2 lists a number of scenarios where @nd the NEM for a network.
tribution is neither possible nor helpful, the exposure mapOnce scanning activity has been detected by using the
approach does not preclude source attribution, in approfdEM as in Section 4, a number of heuristics can be devel-
ate casesynce a scan hasbeen detected. In fact, our prelim- oped to classify the type of scans detected. We briefly dis-
inary analysis suggests that this approach can easilytdeteiss two example heuristics we created using simple scripts
the source of both unsophisticated and some forms of $wat reveal evidence of sophisticated scanning actfvity:
phisticated scanning activities (see Section 5). Howerer, — o _
important distinction must be made: here we are suggedst[—zw.‘e example heuristics we describe in Section 5 are pertbpost-
. . o etection and therefore the source address feature is ursgty sas a
ing that in some cases, some form of attribution can 0CGhans to help classify the type of (not detect) scans peedragainst
post-scan detection, not as part of the scanning detection &le target network.




Table 1: Network Exposure Map from small proof-of-concejal t
Host Description TCP Ports| UDP Ports
10.0.0.1| Mail/DNS/HTTP Server| 22, 25, 80, 993, 631 53
10.0.0.2 DNS/HTTP Server, 443, 80, 22 53
10.0.0.3 SSH Server 22
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Figure 1: Using Network Exposure Maps.

o Number of scan packets sent to target destination © Related Wor k
ports: All outside-NEM scans are first sorted by the
number of scan packets sent into the network fromQur work is related in part to that of Gates [9], which ex-
unique source address over a configurable time intpteres detection of co-ordinated scanning and includes an
val. A similar amount of scanning activity from in-evaluation structure to predict scanning detection allyori
dividual sources comprise a cluster. These individua¢rformance. A number of scanning detection techniques
clusters are then sorted by the target destination pottse evidence of connection failures as an indicator of scan-
This final comparison can reveal coordinated scanninigng activity (e.g. [6, 10, 15]). Other scanning detection
activity by identifying scanners that exhibit the samiechniques consider external system connections to nketwor
scanning frequency and targets of interest (e.g. sdark space (i.e. no host at scan destination IP address) as a
vices). Using this heuristic we detected a co-ordinatedan [1, 4]. The ternextrusion detection has been used
scan consisting of six systems registered to a singtedescribe the activity of monitoring for suspicious inter
class C network directed to the same eight ports on éal network connections to the Internet [7]. In contrast,
ery system in our network over the entire two-weedxposure maps dynamically identify externally accessible
period. Average network scanning rate from the gronost services in the network as a result of incoming net-
was 1 scan every 40 seconds. This activity is ongoingork activity. Once the training period is complete, we do

e Target service and scanning interval: Al detected not require the observ_atio_n of any responses from the inter-
scanning activity is first sorted by unique source aagl network to determine if scanning activity h_a_s occurred.
dress. Using the time-stamp as a reference, scans frourthermore, exposure maps provide the ability to detect

a fixed source address that have a scanning interva[%%ﬁ't'me changes in host behavior (e.g. a host begins to re-

less than 5 minutes are discarded. The remaining Scéglﬂsgggcggs?ulp 22r:°rt I:ﬁ}tw |nAthhe F:_EbM) tZatXrPrayi |nnd|c(j:atte i
were then sorted by destination port. This heuristic dé- promise. ost-based extrusion getec

tected a slow scan for thecanywhere port (i.e. TCP tion system developed by Cui et al. , called BINDER[8],

port 5631) that occurred with an average scan intervcéﬂ"elates outgoing connections with user input to detect
of 15 minutes outgoing activity not triggered by user activity. Finally,

few commercial products provide network behavior analy-
sis and traffic profiling to detect malware, insider breaches
These two example heuristics detected two forms of samd security policy violations [2, 3, 5]. We plan to explore
phisticated scanning activity (i.e. a co-ordinated ande slthe capabilities of these products as we evolve the concept
scan) that would not be detected by most existing scannofgexposure maps to gain a better understanding of the dif-
detection schemes. ferences, advantages, and disadvantages.
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