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Problem

● Usability challenges with the Android permission 
model.

● Not unique to Android
● If we want to improve these systems, where do 

we start? 
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Motivation

       Usability                         Expressiveness  
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Motivation

● How is the permission model used in practice?
● Which permissions are used/not used?
● Which permissions are used together?
● Are permissions correlated to categories?
● More... 
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Motivation

● Empirically analyze a permission-based access 
control system that's currently in use (Android)

● Generalize the Android case for use in other 
systems
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Dataset

● Dataset
● 1,100 Android apps
● Top 50 apps in 22 categories (18+4)
● December 2009

● Some stats
● 119 distinct permissions (38/81)
●  Max permissions in one app: 22 (Handcent SMS)
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Dataset
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Methodology

● For each app, read the manifest and build a bit 
string

<manifest>
...
<uses-permission android:name="android.permission.CAMERA" />
<uses-permission android:name="android.permission.INTERNET" />
<uses-permission android:name="android.permission.READ_CONTACTS" />
...

</manifest>

App 1

Internet    GPS    Camera     Read Contacts
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Methodology

● Self Organizing Maps (SOM)
● Unsupervised neural-network learning algorithm
● Provides clustering and dimensionality reduction
● Helps with data exploration for large datasets
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Results

● Principal component analysis
● One graph per permission
● How each permission is used
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Results – Popular Perms.
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Results - Supersets
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Results – Commonly Grouped
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Other Applications

● Apply methodology to other permission-based 
systems
● E.g., Google Chrome
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Conclusions

● To improve a system, we need to analyze and 
understand it.

● To analyze you need techniques 
● This technique allows us to gain insight and find 

areas for improvement
● Can be generalized for different systems
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Questions?
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