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Our study

• We selected four ID Providers: Google, Facebook, Apple and LinkedIn

• Alexa Top 500 sites of each of five countries: AU, CA, DE, IN, US

• Using custom-built tool, we extracted OAuth 2.0 and OpenID Connect 
authorization requests made by RPs
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Our Selenium-based 
OAuthScope tool



Our dataset

• Covers four ID providers (Google, Facebook, Apple, and LinkedIn) in top 500 sites in each of 5 countries
• 2500 site visits in total

• We used VPNs when collecting data in a specific country

• We found 815 RPs with at least one of the 4 IdPs listed
• Australia: 174

• Canada: 159

• Germany: 126

• India: 172

• United States: 184
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Do RPs offer similar IdP options to 
users in different countries?
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Rakuten.com (US)
Rakuten.ca (Canada)

Rakuten.ca vs. Rakuten.com

Our study                       Result 1 Result 2                        Result 3                        Privacy implications                   Ideas for improving privacy



7

Site in GermanySite in US

Slickdeals.net in US and Germany
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Site in GermanySite in US

People.com in US and Germany
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RPs in US and Germany
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• 80 of the 184 US RPs show a different site version in Germany
• 17 of 80 offer fewer IdP choices

• unable to collect data on 4 sites

• No instances where sites in Germany requested more data than their US version

• Sites either state limitations due to GDPR or simply don’t load the login page

• Fewer IdP choices for German users
• Possibly a broader pattern for EU users
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How many sites use the implicit flow? 
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Use of Implicit flows
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N: # of top 500 sites offering login option with the IdP

17%

27%

31%

33%

38%

29%

31%

33%

43%

43%

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

DE

AU

CA

US

IN

% of RPs using implicit flows

Facebook Google

N=144 [Facebook]

N=151 [Google]

N=148

N=159

N=134

N=132

N=147

N=148

N=103

N=98

43%: 62 (of N=144) RPs 
use implicit flow

Our study                       Result 1                         Result 2 Result 3                        Privacy implications                        Ideas for improving privacy



If a site supports multiple IdP logins, 
how do they vary in privacy?
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Different choices in Login dialog 
and Sign-Up dialog

Spotify.com

Glassdoor.ca

TikTok.com



Categorization of scope attributes (personal user data)
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Categorization of scope attributes (personal user data)
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Minimum 
information (basic)

Potentially private 
information (non-basic)
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RPs in US with 2+ non-basic attributes requested
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RPs in US with 2+ non-basic attributes requested
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Considerable privacy variations across IdP choices
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• We found 146 of the 184 RPs in US supporting 2+ IdP choices

• Out of 146 RPs, 43 request different categories of data across the IdP choices
• 42 (out of 43) RPs have an IdP choice that requests only basic data

• Possible dark patterns where earlier options request more data
• 30 (out of 43) RPs with less privacy-friendly choices listed first

• Sites request more data with Facebook as IdP than other IdPs
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What are the privacy implications
for end-users? 
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Users can’t compare requested data unless 
they login with each option



Privacy implications for end-users

• Due to lack of comparative information on IdP choices, users might make privacy-unfriendly choices
• It could help users if they can see requested attributes before signing in.

• Indicating to users when recommended security practices are followed
• e.g., a padlock icon when PKCE flow is used.

• Are dark pattern designs being used in OAuth systems?
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Ideas for improving end-user 
privacy in OAuth logins
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Standardized descriptions (UI) in login pages

• To be informed, users may need to be aware of what information is shared to RPs and how it is used

• Consistent descriptions for user data attributes across IdP choices
• e.g., when a RP requests contact lists from Google and Facebook

• Display of comparative information could help users choose from multiple login options
• Consistent format could help users understand privacy implications

• Standardizing (and showing comparative information) might discourage use of dark pattern designs
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Example of a type of standardized UI

24

The above image shows an example of Privacy Nutrition Labels (CUPS lab)
Source: https://cups.cs.cmu.edu/privacylabel-05-2009/current/1.php

• Shows what information is collected and how it is used 
and/or shared with other parties

• Describes access controls available for users to opt in 
or opt out
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Example: Apple’s privacy label for Music app
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Source: https://www.apple.com/ca/privacy/labels/

• Shows what information is shared 
with the app and how it is used

• Uses a consistent format for listing 
the data collected
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Other ideas…

• Browser extension to provide comparative information when users choose an IdP login
• Conveying about user data requested via each choice

• Community effort to gather information about RP privacy (crowd-sourced reputation system)
• e.g., https://2fa.directory/ (list of sites that support 2FA)

• Automated tool to provide third-party rating of an RP’s privacy practices
• e.g., https://themarkup.org/blacklight (identification of user tracking on websites)
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Thank you!

As a user, what information would you like to see in order to make privacy-informed choices in SSO logins?

Do any of our results suggest evidence of dark patterns in use?

Any other ideas for informing privacy-conscious users?

Are any of the things we’ve discussed worth considering in some future version of the OAuth standard?
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OAuth 2.0 and OIDC flows in top 500 sites
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N: # of top 500 sites offering the SSO option
n: # of sites using the given flow% = 𝑛/𝑁 ∗ 100
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RPs in US with 2+ IdP options
(in the order showed on RP site)


